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Organizational Policy to address Cloud Computing Privacy

Name

Institution

Overview of the Policy

Cloud computing is one of the most integral functions in IT. It offers numerous benefits for both personal and organizational use. Some of these advantages include high performance level, low costs as well as fast services delivery. Nevertheless, due to the collection of personal information, the needs for adequate control measures are highly required. The reason behind this is that cloud computing exposes not only individuals but also organizations to many online threats. These online threats include the loss of data, theft as well as unauthorized access to the organization’s network among many more. 
Therefore, this cloud computing policy helps in ensuring that cloud services are not used at all without the knowledge of the IT manager or CIO within the company to help prevent these online threats that leave the company susceptible to exposure. The policy focuses on ensuring that imperatively, the organization’s employees do not at any time open cloud services account without the input of the information technology manager or the CIO. Besides this, the cloud computing policy also seeks to ensure that the employees do not enter into any cloud service contract that stores data manipulates it or even seeks to exchange any form of communications that are related to the company. More so, the policy ensures that no exchange of data that the company owns will occur without the input or the presence of the information technology CIO or manager. The importance of this is to ensure that the company’s integrity as well as confidentiality is protected at all times and that the corporate network’s security is also protected using the same measures. 
The organization’s department of IT is always committed to enable the employees to perform their duties, responsibilities as well as jobs in the most efficient ways possible through the utility of technology. Therefore, the following policy guidelines are focused on establishing a process whereby the organization’s employees have the ability to use cloud services without putting the organization’s data or even computing resources in jeopardy. 
Scope

This policy does not expect any of the organization’s employees. Therefore, all employees are subject to this particular policy without discrimination or exemption.

This policy pertains to every external cloud computing services. These services include platform as a service (Paas), document storage, cloud based emails, Infrastructure as a service (IaaS( as well as Software as a Service (SaaS) to name but a few. Nevertheless, the policy does not pertain to personal accounts. Hence, the latter are excluded from this policy. 

If at any time, you feel unsure of whether a given service is cloud based, feel free to contact the information technology department to seek assistance. 
Policy Procedures to Follow
· The utilization of cloud computing services for the purposes of work must give full and formal authorization from the IT CIO or the IT manager. The two will help in certifying that the privacy, security as well as all other information technology management requirements are addressed in the most adequate manner by the vendor of cloud computing. 
· For any given cloud computing service that needs, the users’ agreement to services terms needs to not only be forwarded to the IT CIO or manager but also reviewed and finally approved by the IT CIO or manager. 

· The use of cloud computing services must at always comply with the existing as well as acceptable use policy that the organization has. Besides this, it also needs to comply with the BYOD Policy, the Internet Usage Policy as well as the Computer Usage Policy stipulated within the organization. 
· Employees should never share any of their logs in credentials with their colleagues. The department of Information Technology will always keep a confidential document that contains all the account information for every employee. These will be done for the purposes of business continuity. 
· The use of cloud computing services need to comply with all the regulations as well as laws that govern the handling of personal identity information, data collected by the company, data owned by the organization as well as all corporate financial data.
· The information technology CIO or manager has the sole right to decide the type of data that can or cannot be stored in the Cloud.

· The employees should never use personal cloud services accounts to store, manipulate or even exchange communications related to the company or data that the company owns. 
Sanctions/Enforcement
Compliance Measurement

Every employee and department within the organization will verify their compliance to this policy via different methods. These methods include but are not limited to, internal audits, business tool reports as well as feedback. 

Exceptions

No employee or department is excepted from complying to this policy.

Non-Compliance

Any employee or department that is found to be in violation of this particular policy is subject to disciplinary actions that may include the termination of the employee. 
Related Standards, Policies and Processes

There are no related standards, policies as well as processes.
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